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Abstract: Proponents of the use of formal specification techniques in software development recognize it is an 

expensive and difficult activity, but one that is necessary for safety-critical systems development.  Safety-critical 

software systems are characterized by the potential lost or harm to life should such systems fail in operation.  

Formal specification techniques are the use of rigorous strategies for validating the correctness of software 

system design.  The use of these techniques requires highly developed skills by experts in the area of application.  

There are several formal specification techniques, used in software development, and the suitability of 

application is usually determined by the application domain.  In this, report the benefits of a specific formal 

specification technique that may be used in verifying object-oriented models. 
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1. Introduction 

The software crisis, identified in the late 1950s [1] brought to focus the problem of delivering software 

system in a timely and cost-efficient manner.  It was then determined that current practices exasperated the 

situation and new approaches had to be realized.  Therein a shift in software development began with the 

emergence of structure software development [2].  This new approach to software development gave rise to the 

definition and use of modelling languages and notation for the design and analysis of software systems.  Over 

the next decade families of modelling languages and notations were developed; some with specificity to 

application domains such as business and communication.  

The problems arising from this plethora of methodologies and notations were resulted in the amalgamation 

of multiple modelling notations into a single representation, namely the UML [3].  This happened along with 

many of the software development methodologies merging into the Unified Process [4] methodology.  The series 

of evolution and amalgamation of methodologies and notations are captured in Fig. 1, which was produced by 

Guido Zockoll, Axel Scheithauer & Marcel Douwe Dekker.  It should be noted that as of this date (third quarter 

2017) the UML is at version 2.5, sysML is at version 1.5, BPMN is at version 2.0.2, and xUML is at version 1.1.  

These modelling notations have been developed by the Object Management Group (OMG) and the latest 

versions are not necessarily the ISO adapted version of the modelling notations. 

While there was an industry standard software modelling notation in the UML and an associated 

methodology, the Rational Process, the software crisis persisted in the software development industries.  In the 

domain of safety-critical systems, the requirement for correct and reliable software systems is a high priority.  A 

challenging feature of safety-critical systems is the high degree of complexity in their design and 

implementation.  Safety-critical software systems are characterized by the resulting loss or harm to life, if 

systems failure occurs during operation.  Alongside safety-critical systems, there is the associated domain of 

mission-critical software systems, where failure of those systems may result in significant damage to property 

and equipment.  Three examples of safety-critical software systems’ failure are the THERAC-25 [5], the French 

Arian-5 rocket inaugural launch [6], and Air France flight 447 (AF447) of June 1, 2009 [7].  These failures, 
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while small in numbers, overshadow the many successful applications of software systems in safety-critical 

environments, because of the high cost in property (Ariane-5 development cost US$7 billion, payload US$500 

million), and lives (Air France 447, 216 passengers and 16 crewmembers). 

Fig. 1: Chronicle of Software Development Methodologies and Notations 

Reviews of these examples of safety-critical system failures suggest that there were contributing software 

development issues related to the failures: 

• THERAC-25 – ―One of the lessons to be learned from the Therac-25 experience is that focusing on 

particular software design errors is not the way to make a system safe.  Virtually all complex software 

can be made to behave in an unexpected fashion under some conditions: There will always be another 

software bug‖ [5].  ―Some basic software engineering principles that apparently were violated in the 

case of the Therac-25 included the following: 

 Software specification and documentation should not be an afterthought. 

 Rigorous software quality assurance practices and standards should be established‖ [5]. 

• Ariane-5 – ―In the failure scenario, the primary technical causes are the Operand Error when converting 

the horizontal bias variable BH, and the lack of protection of this conversion which, caused the SRI 

computer to stop‖ [6].  ―[T]he Board wishes to point out that software is an expression of a highly 

detailed design and does not fail in the same sense as a mechanical system.  Furthermore, software is 
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flexible and expressive and thus encourages highly demanding requirements, which in turn lead to 

complex implementations which are difficult to assess.‖ [6] 

• Air France 447 – ―The lack of a clear display in the cockpit of the airspeed inconsistencies identified by 

the computers‖ [3]; ―The absence of any visual information to confirm the approach-to-stall after the 

loss of the limit speeds‖ [3]; ―Flight Director indications that may led the crew to believe that their 

actions were appropriate, even though they were not‖ [7]. 

Implementation of complex safety-critical systems needs proper design documentation.  Having design 

documentation helps in better understanding of the system and eases the process if updates or changes to the 

system are needed.  Software engineering principles helped immensely in this process.  The model-driven 

development paradigm helped in generating wide range of test cases for testing the concurrent behaviour of the 

system.  These informal models have an advantage, such as expressiveness – which makes them easily conveyed 

to both technical and nontechnical stakeholders the objective of the system.  However, notations such as the 

UML lacks precise formal semantics, which results in its models being subject to multiple interpretations.  This 

issue is aggravated by use of natural language annotations – as a means of clarification and explanation of the 

modelling techniques adopted.  Because of UML's inherent flexibility, developers are given much scope when 

designing models.  This freedom enables the developer to describe system requirements based on the modelling 

technique they have adopted.  However, problems arise when these models are circulated among the 

development team and each developer interprets the models in a different way – which could affect the latter 

stages of the software development life cycle (SDLC).  This result in software maintenance being difficult as the 

UML models are often inconsistent with the source code and its significance is lost [9]. 

In many systems, the disadvantages of UML and the advantages of developing formal models may not have 

a significant impact on the quality of software produced.  In contrast, safety critical system inadequacies could 

result in the loss of or harm to life.  The errors identified during the implementation and test phases of software 

development, are often caused by errors at the specification and design phases.  Since UML is widely accepted, 

there is a need for methods to test the correctness of its models.  This can be achieved with the use of formal 

specification techniques. 

Formal Specification Techniques (FST) have been advocated as a supplementary approach to amend the 

informality of graphical software models [10, 11].  They promote the design of mathematically tractable systems 

through critical thinking and scientific reasoning.  FSTs use a specification language, for instance Z notation [11, 

12], to describe the components of a system and their constraints [12].  Unlike graphical models, formal models 

can be analysed directly by a proof tool – which checks for errors and inconsistencies.  Critics of FSTs claim, 

they increase the cost of development, require highly trained experts, and are not used in real systems [9].  Yet, 

FST have been used in case studies that unveiled that facilitate a greater understanding of the requirements and 

their feasibility [11, 12].  Although the use of FSTs is sometimes controversial, their benefits to critical systems 

offset the disadvantages. 

This report documents the research experience in defining an object-oriented software development 

methodology for the safety-critical application domain that is centred around the use of formal specification 

techniques.  The following Section 2 presents background research topics, with a description of the methodology 

and an example of its application in the following Section3.  Section 4 proffers the conclusion and future work in 

this area. 

2. Background 

2.1. The Modeling Notation 

The Unified Modelling Language (UML) is the standard for designing graphical models of software systems 

[3].  Since its development in the early 1990’s its use has been dominate in industry and academia.  Graphical 

software models possess simplistic designs and promote good software engineering practices.  However, they 
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are not without flaws.  Graphical software models are often imprecise and ambiguous.  In addition, they are not 

directly analysable by type checkers and proof tools.  This makes it difficult to evaluate the integrity and 

correctness of the software system models developed with these graphical notations.  Therefore, valid assertions 

cannot be made about meeting user requirements. 

This work focuses on use of the UML class diagrams.  Class diagrams are used at the analysis phase to 

present a view of the static entities in the problem domain, and at the design phase to present a view of the static 

entities (classifiers) in the solution domain.  This is the UML diagram used to captures the static information at 

the requirement phase of software development.  A class diagram is best described as a set of graph elements 

connected by their relationships.  The set of elements that may be present in a class diagram include interfaces, 

packages, relationships, instances, and links, etc.  An example of a UML class diagram is illustrated in Figure 2. 

2.2. Formal Specification Techniques 

Formal specification has been in existence decades 

before the inception of UML.  FSTs employ 

mathematical concepts and principles to describe 

software models with precision through rigorous 

analysis [10, 11].  Employing FSTs is not a substitute for 

graphical software models; they are complementary.  

While formal models reveal inconsistencies and 

omissions, the informal model is an explicable version of 

the formal models [10].  The specification language 

chosen in this work is Z notation. 

Fig 2: UML Class Diagram 

The high cost during the implementation and early test phases are most times caused by errors in 

specification and design phases [13].  A specification written in Z notation models the proposed system by 

naming the components of the system and expressing constraints between those components [14].  Its formal 

basis enables mathematical reasoning, and hence proves that desired properties are consequences of the 

specification [14].  From these proofs, one can state that the system is behaving in a desirable or undesirable 

fashion; provided the specification is accurate and complete. 

Fig. 3 illustrates the structure of a Z schema.  A 

schema in Z has two parts: a declaration part and a 

predicate part.  The declaration part is synonymous to the 

list of attributes in a UML class.  However, the 

fundamental difference between the two is that, primitive 

data types are not utilized in Z schemas. 

Fig 3. Z Schema Description 

Once the models have been transformed into the Z notation, they can then be analysed by tools such as the 

Z/EVES [15].  Z/EVES is a proof tool that is used to checks the syntax and semantics of Z schemata.  This is the 

process of software validation, by which software models undergo a series of analysis to check for errors and 

anomalies.  It is also used to determine whether the quality of the software produced meets the user requirements 

and if it performs as expected.  It is impractical for testing to detect all types of errors, and even the most 

rigorous testing procedure will, as stated by Edsger Dijkstra, show the presence of bugs but never their absence 

[16].  FST does not necessarily eliminate the need for software model testing, especially if they are models of a 

safety critical system.  Variable declaration types are expressed as mathematical notations or user defined types.  
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The predicate part imposes constraints on the variables and its schema.  These constraints are critical because 

they prohibit or permit a schema access to its environs. 

System behaviour should always be deterministic in the domain of safety critical systems. These software 

systems encompass numerous highly complex processing components and have high demands for reliability and 

accuracy.  Due to the continuous use of UML in software development, there is a need to resolve the informal 

semantics of the models it produces [6].  Transforming UML models into Z equivalences also provide formal 

analysis to accomplish verification and validation of software systems. 

3. Methodology 

Fig. 3 outlines the concurrent approaches in use for formally verifying and validating safety-critical software 

system.  The green solid arrow lines of Fig. 3 depict the forward engineering path of the process.  Starting with 

the system specification a set of graphical design models (in this case UML class diagram [8]) models are 

developed.  The graphical models are transformed into a formal specification (in this case the Z notation [13]) 

representation for analysis.  From the formal analysis, decisions are made to modify the graphical models or 

proceed to code generation from the models, based on the presence or absence of identifiable errors.  The red 

dotted arrow lines of Fig. 3 depict the reverse engineering path of the process.  A developer may start with 

reverse engineering of the graphical design model (in this case UML class diagram), from the source code.  

Once the models have been recovered from the code, the process follows the path of the forward engineering 

steps.  The exception is that code is not generated, but modified (as it already exists); this is depicted by the 

dashed arrow line from ―Error Reported‖ to ―Program Code‖. 

Model transformation is conducted 

manually or automatically.  Manual 

transformations define custom 

transformation rules whereas automatic 

transformation applies predefined 

transformation rules.  It is important, 

however, that the software engineer have a 

good understanding of the scope of the 

methodology, the syntax and semantics of 

the source and target models irrespective of 

the transformation approach taken. 

Fig. 4: Methodology Graphical Representation 

To automate the aforementioned approach, a set of transformation rules were defined and applied to the 

models.  The source models were UML class diagrams and the target models were their equivalent Z schemas. 

3.1. The Project 

This work was inspired from research conducted at the University of North Dakota (UND).  The focus of 

that work is the design of an air-truth system that acts as a guide for the operation of unmanned aerial vehicles 

(UAVs) in the US National Airspace [17].  In such systems, the integrity and correctness of data is crucial to its 

operation and acceptance by, not just the United States Federal Aviation Administration (FAA), but by all 

interested parties.  In the realm of software development, no perfect software development strategy exists.  

However, finding an optimal approach to an application domain is fundamental to acceptance.  In the design of 

safety critical systems, its very nature requires that an optimal methodology and technique be sought and applied 

– especially if a loss in life or property may occur.  This research will result in a standard process which 

transforms UML class diagrams into a formal representation in Z [12].  The intent is that an automated tool be 
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the by-product of this activity, to encourage more productive use of formal specification technique (FST) [10, 

11]. 

A simplified example of the UML class diagram which was derived from the UA system is illustrated in 

Figure 5.  Figure 5 illustrates the Aircraft class as being composed of a Coordinate class and specialized as a 

MAV (Manned Arial Vehicle) and UAV (Un-manned Arial Vehicle).  These models will be transformed into 

formal models using the process highlighted in Figure 4. 

Fig. 5: Project Sample UML Class Diagram  Fig.6: Project Sample Z Schema  

The activities from the methodology have resulted in the development of a UML class diagram of the 

display system, as the first component to be reverse engineered.  This class diagram is composed of 174 classes, 

including user-defined types, enumerations, and header file functions.  There were over 2,250 attributes across 

these classes, which are linked by 383 associations (generalizations/specializations, aggregations, compositions, 

and regular associations).  The model includes over 580 operations (methods) that specify 268 parameters. 

In the methodology above, formal methods were applied on a simplified example to demonstrate the 

transformation process.  The methodology was then applied to the class diagram of another component from the 

UAS Risk Mitigation System – i.e. The UAS Display System.  The class diagram for this component contained 

9 classes with a combined total of 455 attributes, 16 associations (including hierarchical relationships) and their 

respective multiplicities.  There was a total of 56 operations that were analysed; as well as the pre- and post- 

conditions of their respective 63 local variables and 28 parameters were evaluated.  This derived 206 paragraphs 

in Z/EVES, which included the declaration of schemas, basic types, and axiomatic definitions. 

4. Conclusion 

This report documents the early results and experience in conducting system verification and validation, via 

a formal specification technique.  The necessity for this work is the development of a safety critical system, 

which adhere to verification and validation guidelines.  The UML notation was selected for system modelling 

because of its wide usage and being an ISO standard.  The Z notation was selected for formal system 

representation and analysis because of the experience of the developers with this notation, and the availability of 

open source support tools.  This project demonstrated some of the benefits of the application of formal 

specification techniques in the development of safety-critical systems. 
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